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A. Scope

For the purpose of certification of Raya Data Center, the boundaries of the managed service are defined as follows: 

The IT Service Management System of Raya Data Center in Egypt supporting the provision of Managed Hosting, Co-Location, Cloud Computing, Disaster Recovery, and IT Outsourcing Services to the external customers in accordance with the service catalogue.
Details of updated services provided can be found within Raya Data Center Service Catalogue published on Raya Data Center website http://www.rayadatacenter.com
B. Policy
The Service Management System (SMS) will be aligned with Raya Data Center business goals and objectives. It is a fundamental principle of Raya Data Center IT service management that the provision of IT services is driven by business needs and this will be regularly communicated to all staff through team meetings and briefing documents.  
A clear definition of the service requirements will be agreed and maintained with the customers of the IT services so that all IT service management activity is focused on the fulfillment of those requirements and the fulfillment of the statutory, regulatory requirements and contractual obligations. This is in accordance with what agreed on with RDC customers in their contracts and in accordance with the Egyptian and international laws.
Commitment to the delivery of quality IT services extends to senior levels of the organization and will be demonstrated through this policy and the provision of appropriate resources to provide and develop services. 

Top management will also ensure that a systematic review of performance of the program is conducted on a regular basis to ensure that quality objectives are being met and quality issues are identified through the audit program and management processes. Management review can take several forms including departmental and other management meetings.
The continual improvement for the effectiveness of the SMS and the services will be regularly assessed in the management reviews and will follow the policy of continual improvement 

The SMS manager shall have overall authority and responsibility for the implementation and management of the IT Service Management system, specifically:
· The identification, documentation and fulfillment of service requirements
· Implementation, management and improvement of service management processes
· Integration of processes
· Compliance with statutory, regulatory and contractual requirements
· Reporting to top management on performance and improvement 
Raya data Center makes use of various third parties, both internal and external, in the delivery of services to its customers. Where this involves the operation of a service management process, or a part of the process on behalf of Raya Data Center, this is identified in the Service Management Plan. 

External suppliers will be managed through the Supplier Management process and an associated underpinning contract. Internal providers will be managed through the Service Level Management process using an operational level agreement. 

In all cases, Raya Data Center retains the governance of the relevant processes by demonstrating: 

· Accountability for the process
· Control of the definition of and interface to the process
· Performance and compliance monitoring
· Control over process improvements 
This will be evidenced by documents and records such as contracts, OLAs, meeting minutes and performance reports. 
Raya Data Center’s strategic business plan and risk management framework provide the context for identifying, assessing, evaluating and controlling information-related and business risks through the establishment and maintenance of an Information Security Management System. The SMS is intended to be for reducing information-related risks to acceptable levels. 
The SMS is subject to continuous, systematic review and improvement. This policy will be reviewed to respond to any changes in SMS and business requirements at least annually.
C. Objectives
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1. To operate business more effectively and more efficiently by managing costs, budgets, time, and resources

2. Enhance the customer satisfaction

3. Conduct Periodic review and assessment for SMS services followed by corrective/preventive actions for ensuring continual improvements

4. Proactive management for business processes

5. Enhance the reputation, and create competitive advantage
The KPI(s) and measurement frequency: 
· To operate business more effectively and more efficiently by managing costs, budgets, time, and resources

· KPI(s): Meet the budget plan, meet the projects timelines with the agreed quality 

· Measurement frequency: yearly 

· Enhance the customer satisfaction

· KPI(s): CSS results 

· Measurement frequency: yearly 

· Conduct Periodic review and assessment for SMS services followed by corrective/preventive actions for ensuring continual improvements

· KPI(s): percentage of completion of corrective actions >80

· Measurement frequency: quarterly 

· Proactive management for business processes

· KPI(s): Monthly performance report results and corrective actions 

· Measurement frequency: monthly 
· Enhance the reputation, and create competitive advantage

· KPI(s): achieve the target revenue and increase the upselling

· Measurement frequency: yearly
The above objectives are generic objectives to be reviewed on annual bases. It should be aligned with the company business objectives and should be assigned to the responsible teams.
D. Context of RDC 

RDC considers external and internal issues relevant to its purpose and that affect its ability to achieve the intended outcome of its Service Management System (SMS).

RDC considers the parameters and variables that influence and control how RDC manages risk and achieve its objectives.

RDC external context
· RDC identifies and understands external context and consider the influence it could have on its ability to manage risk and achieve its objectives (opportunities and threats). It Identifies and understands environmental conditions and external factors effect.
· Economic forces that regulate the exchange of materials, money, energy, and information (supplier failure, lack of customer demand).

· Technological forces that generate problem-solving inventions.

· Political–legal forces that allocate power and provide constraining and protecting laws and regulations (Egypt laws and regulations).
· Health and safety legislation

· Payment card industry- Data Security Standard Compliance

· Financial services legislation

· Consumer protection legislation

· E-Signature legislation

· Telecommunication legislation

· IPR legislation

· Free competition legislation

· MCIT, ITIDA regulations (including regulations during pandemic)
· Sociocultural forces that regulate the values, mores, and customs of society.

· Governments, local communities, suppliers, competitors, customers, creditors, shareholders, investors, employees/labor unions, special-interest groups, and trade associations.

· RDC considers the external context concerns, objectives, and perceptions when developing the risk criteria. It considers issues with high probability of occurrence and high probable impact on the company.

RDC internal context
· RDC identifies and understands internal context and consider the influence it could have on its ability to manage risk and achieve objectives (strengths and weaknesses).                                  

· Identify the internal stakeholders.

· Internal Organization (Board of Directors, CEO, Managing Director, Information Security Manager, Operations Manager, Project Manager, all employees)

· Identify the governance structure:

· RDC Organization structure

· Information Security Organization

· ISMS Committee

· Identify RDC capabilities.

· Technologies (installed HW, SW, and security controls)

· Human Resources (expertise, security training, and certificates)

· Identify its culture and standards (ISO 27001, ISO 20000, ISO 9001, PCI DSS, health and safety)

· Identify and manage its contracts (assign someone for business relationship management, for both suppliers and customers)
RDC technologies capabilities include but not limited to HP, DELL, SUN, Cisco, UPSs, Generators, Fire alarm, fire fighting, Physical access, windows, Unix, Linux, Oracle, SQL, SharePoint, Right Fax, backup exec,  VMware, Exchange, Open sources, HITs, VOIP, Follow me, Manage engine service desk, SCOM, SCCM, Kaspersky, Web Sense, PRTG, Forefront, Equitrac, Callvisor.

External and Internal Parties’ Expectations

The following are the most important expectations:

· Shareholders

Value of share price should be maintained 

· Board of Directors
Value of share price should be maintained




Customer satisfaction should be maintained




Revenue stream must be maintained 

· Customers 

Availability and quality of service

The company to abide by the contractual obligation




Good customer support services

· Employees of the Org 
Maintaining health and safety




Maintaining salaries on time




Maintain good career path

· Suppliers 

payment schedule must be met




Easy delivery of services and equipment

· Regulatory bodies
the org must abide by regulations and laws

The SMS manager is the Owner of this document.

A current version of this document is available to all members of staff on the corporate intranet and is published on the intranet
It does not contain confidential information and can be released to relevant external parties.
This SMS document was approved by the top management and is issued on a version controlled basis
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