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1. Scope

This policy applies to all Raya Holding and Raya data Center data. This is to ensure Raya Holding and Raya Data Center compliance with the GDPR for data and privacy protection. Raya KSA Cloud is included.

When the risks are combined with the need to protect individual’s data and information, employees should start to understand the significance of data protection laws and the care they need to take in handling personal data.
The main purpose for implementing the data protection system is to apply more protection for personal data, minimize collection of personal data, to restrict access to personal data, and to secure processing of personal data through its entire lifecycle.
2. Policy
1. Raya Holding and Raya Data Center apply the following for data controlling and processing:

1.1.  Fairness and lawfulness

When processing personal data, the individual rights of the data subjects must be protected. Personal data must be collected and processed in a legal and fair manner.
1.2. Restriction to a specific purpose

Personal data can be processed only for the purpose that was defined before the data was collected. Subsequent changes to the purpose are only possible to a limited extent and require substantiation.

1.3. Transparency

The data subject must be informed of how his/her data is being handled. In general, personal

data must be collected directly from the individual concerned. When the data is collected, the

data subject must either be aware of, or informed of:
· The identity of the Data Controller

· The purpose of data processing
· Third parties or categories of third parties to whom the data might be transmitted

1.4. Data reduction and data economy

Before processing personal data, RH and RDC must determine whether and to what extent the processing of personal data is necessary in order to achieve the purpose for which it is undertaken. 

Where the purpose allows and where the expense involved is in proportion with the goal being pursued, anonymized or statistical data must be used. Personal data may not be collected in advance and stored for potential future purposes unless required or permitted by national law.

1.5. Deletion

Personal data that is no longer needed after the expiration of legal or business process-related

periods must be deleted. There may be an indication of interests that merit protection or historical significance of this data in individual cases. If so, the data must remain on file until the interests that merit protection have been clarified legally, or the corporate archive has evaluated the data to determine whether it must be retained for historical purposes.

1.6. Factual accuracy; up-to-dateness of data

Personal data on file must be correct, complete, and – if necessary – kept up to date. Suitable steps must be taken to ensure that inaccurate or incomplete data are deleted, corrected, supplemented or updated.

1.7. Confidentiality Integrity and Availabiulity of data_data security

Personal data is subject to data secrecy. It must be treated as confidential on a personal level

and secured with suitable organizational and technical measures to prevent unauthorized access, illegal processing or distribution, as well as accidental loss, modification or destruction.
2. The Data Protection Officer assigns data protection responsibilities to Employees/Staff in relation to RH and RDC policies and procedures on personal data management.
3. The Data Protection Officer shall ensure that all Employees/Staff with day-to-day responsibilities involving personal data and processing operations, and those with permanent/regular access to personal data, demonstrate compliance with the GDPR.

4. The Data Protection Officer ensures that these members of Employees/Staff are kept up to date and informed of any issues related to personal data.
5. The Data Protection Officer ensures that all security requirements related to data protection are demonstrated and communicated to Employees/Staff to the same affect.
6. Employees/Staff are provided with specific training on processing personal data relevant to their individual day-to-day roles and responsibilities, and in accordance with RH and RDC policies and procedures.
7. Employees/Staff are provided with specific training on any information security requirements and procedures applicable to data protection and the data processing within their individual day-to-day roles and responsibilities, including reporting personal data breaches.
8. Employees/Staff are provided with training on dealing with complaints relating to data protection and processing personal data.
9. RH and RDC employees are obligated to adhere to the Data Protection Policy and observe their local data protection laws. 
10. This policy will be reviewed to respond to any changes and business needs at least annually.
The Data Protection Officer is the owner of this document and is responsible for ensuring that this policy document is reviewed in line with the review requirements stated above.

Change History

Issue no. 1
4/7/2018

Issue no. 2
10/3/2021 Complete Review Without Change 
Issue no. 3
10/1/2022 Complete Review Without Change 

Issue no. 4
22/1/2023 Complete Review Without Change 

Issue no. 5
4/2/2024   Complete Review Without Change
Issue no. 6                     16/12/2024 Reviewed without changes

GLOSSARY
· Data controller (organisation) means “the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data”.
· Data subject (individual) means an identifiable natural person “who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, or an online identifier”.

· Personal data means “any information relating to an identified or identifiable natural person (‘data subject’)”. The Regulation states this also includes online identifiers such as IP addresses and cookies.

· Data processor (service providers) means “a person, public authority, agency or other body which processes personal data on behalf of the controller”. An example is a Cloud provider that offers data storage.
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