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The main purpose of the Business continuity policy is to define what management wants to achieve with business continuity management. And to simplify understanding that by implementing the business continuity management the organization will be able to control everything or every disruptive incident that is happening within the scope of the Business Continuity Management System (BCMS)

The Business Continuity Management System Scope
For the purpose of certification of Raya Data Center, the boundaries of the Business Continuity Management System are defined as follows: 

The services that RDC offers to its customers included in the service catalog that supporting the provision of Raya Data Center services to the external customers inside and outside Egypt with all technology supporting the service catalog.

Details of updated services provided can be found within Raya Data Center Service Catalogue published on Raya Data Center website http://www.rayadatacenter.com
There are no exclusions from the standard. 

RDC External Context
· RDC identifies and understands external context and consider the influence it could have on its ability to manage risk and achieve its objectives (opportunities and threats). It Identifies and understands environmental conditions and external factors effect.

· Economic forces that regulate the exchange of materials, money, energy, and information (supplier failure, lack of customer demand).

· Technological forces that generate problem-solving inventions.

· Political–legal forces that allocate power and provide constraining and protecting laws and regulations (Egypt laws and regulations).

· Health and safety legislation

· Payment card industry- Data Security Standard Compliance

· Financial services legislation

· Consumer protection legislation

· E-Signature legislation

· Telecommunication legislation

· IPR legislation

· Free competition legislation

· MCIT, ITIDA regulations

· Sociocultural forces that regulate the values, mores, and customs of society.

· Governments, local communities, suppliers, competitors, customers, creditors, shareholders, investors, employees/labor unions, special-interest groups, and trade associations.

· RDC considers the external context concerns, objectives, and perceptions when developing the risk criteria. It considers issues with high probability of occurrence and high probable impact on the company.

RDC Internal Context
· RDC identifies and understands internal context and consider the influence it could have on its ability to manage risk and achieve objectives (strengths and weaknesses).                                  

· Identify the internal stakeholders.

· Internal Organization (Board of Directors, CEO, Information Security Manager, Operations Manager, Project Manager, manager, all employees)

· Identify the governance structure:

· RDC Organization structure

· Information Security Organization

· ISMS Committee

· Identify RDC capabilities.

· Technologies (installed HW, SW, and security controls)

· Human Resources (expertise, security training, and certificates)

· Identify its culture and standards (ISO 27001, ISO 20000, ISO 9001, health and safety)

· Identify and manage its contracts (assign someone for business relationship management, for both suppliers and customers)

RDC technologies capabilities include but not limited to HP, DELL, SUN, Cisco, UPSs, Generators, Fire alarm, fire fighting, Physical access, windows, Unix, Linux, Oracle, SQL, SharePoint, Right Fax, backup exec, VMware, Exchange, ISA, Open sources, HITs, VOIP, Follow me, Manage engine service desk, SCOM, SCCM, Kaspersky, Web Sense, PRTG, Equitrac, Callvisor.

External and Internal Parties’ Expectations
The following are the most important expectations:

· Shareholders:

Value of share price should be maintained 

· Board of Directors:
Value of share price should be maintained






Customer satisfaction should be maintained






Revenue stream must be maintained 

· Customers: 

Availability and quality of service

The company to abide by the contractual obligation






Good customer support services

· Employees of the Org:Maintaining health and safety






Maintaining salaries on time






Maintain good career path

· Suppliers: 

Payment schedule must be met






Easy delivery of services and equipment

· Regulatory bodies:
The org must abide by regulations and laws
The BCMS Objectives

1. Reduce business risk and prevent large-scale damage. Every minute of service unavailability costs a lot of money. The implementation of the business continuity is a kind of insurance policy, it will prevent some of the incidents, while for others it will increase the ability to recover more quickly. And as a result this saves quite a lot of money.

2. Reputation and Marketing advantage. The certificate will add competitive advantage to the company against its competitors by ensuring offering services with high availability. This means increased market share and higher profits.

3. Compliance. ISO 22301 is a perfect framework for complying with laws and regulations that require business continuity compliance.

4. Reducing dependence on individuals. With the implementation of business continuity, the company actually becomes less dependent on individuals (because of the replacement scheme and documenting of tasks), the company will have fewer headaches when someone does leave.

The BCMS Policy
The BCMS is based on Business impact analysis and risk assessment, Business continuity strategy and Business continuity plan. The responsibility of the BCMS is assigned to the business continuity manager. 
The BCMS follows the same risk assessment and management policies and procedures used for the ISMS.
The BCMS should be:

· Aligned with RDC objectives and business requirement and the BCMS objectives itself are derived from RDC objectives of maintaining high availability of the customer services. The objectives should be compatible with RDC strategic direction.
· The BCMS objectives are reviewed and discussed by the top management and approved by RDC CEO. The objectives are to be reviewed and updated if needed at least annually to support RDC objectives and business requirements. 
· The top management is committed to fulfill the requirements of BCMS, to fulfill the requirements of all interested parties, and to continually improve the BCMS.

· The business continuity manager is responsible to establish, implement, maintain, and continually improve the BCMS. He is responsible to measure whether the business continuity objectives have been achieved, and report the results to RDC CEO.
· The business continuity manager, the business continuity team, and the operations department are responsible to implement and maintain the BCMS

· This policy is to be communicated for all RDC staff and awareness sessions should be conducted by the Business continuity manager when required to make the staff familiar with the process operations department are responsible to implement and maintain the BCMS
· Raya Data Center should comply with all the legal, regulatory requirements and contractual obligations as specified by the government of the country.
· This policy should be reviewed and updated at least annually to ensure its compliance with the BCMS requirements and continual improvements.

The Business Continuity Manager is the owner of this document and is responsible for ensuring that this procedure is reviewed in line with the review requirements of the BCMS. 
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